6. Uluslararasi Etik Zirvesi

Tufanda Hayatta Kalmak



SIRKET VARLIKLARININ KOTUYE KULLANILMASI
VE YOLSUZLUK RISKLERINE ILISKI\I ETKIN
MUCADELE YONTEMLERI
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Csalas

Frau Maxnapcrsa
Fraud Frode
Mashtrim Svig Firildaggihq EHR
SUISTIMAL/HILE
Iruzurra C\%émésf
Calaois "
Betrug
Bedrog Aratn
Musugmaasugq

MoLweHH1YecTBo



CFES ESTIMATE THE TYPICAL ORGANIZATION
LOSES 5% OF ANNUAL REVENUES TO FRAUD
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BASIT BIR HESAPLAMA YAPALIM !

(Milyar ABD Dolari) Gayri Safi Milli Hasila | Suistimalden Kaynaklanan
(2014) Tahmini Zarar

DUNYA 77,269 3,863
TURKIYE 800 40

TURKIYE'DE HER BIR KiSiNiN CEBINDEN ORTALAMA
530 USD (1.600 TL) TUTARINDA PARA
SUISTIMAL ZARARLARINA GIDIYOR!






Ticari islerde Verilen / Alinan Riisvet
Kamusal islerde Verilen / Alinan Riisvet

N
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Bir calisan, alacagi bir komisyon karsiliginda
tedarik¢iden gonderilen hileli bir faturanin
odemesini onayliyor ise, bu bir “(ticari)
riisvet”tir”. Eger bir ¢alisan, a¢ik veya zimni
kendi sahipligi bulunan bir sirket tarafindan
gonderilen (ki bu iliski aciklanmayan bir iliski
olmaldir) hileli bir faturanin 6demesini
onayliyor ise, bu bir “cikar catismasi”dir.
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COLLUSION — ORTAKLASA YAPILAN HILE




En Sik Gerceklesen Suistimal Yontemleri

83.5%
85.4%

86.7%

Asset Misappropriation

35.4%

36.8%
33.4%

Corruption

9.6% B 2016
9.0% B 2014
7.6% B 2012

Financial Statement Fraud

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%



Bolgelere Gore Suistimal Yontemlerindeki Sikliklar

Western Europe

Eastern Europe/Western Central Asia

Middle East/North Africa

Scheme Number of Cases Percent of Cases
Corruption Corruption 54 55.1%
Von-Cash Non-Cash
Billing 21 19.1% Billing 18 18.4%
Expense Reimbursements 20 18.2% Financial Statement Fraud 17 17.3%
Financial Statement Fraud 19 17.3% Cash on Hand | 10 10.2%
Cash on Hand ' 10 9.1% Expense Reimbursements 10 10.2%
Check Tampering 9 8.2% Cash Larceny 7 7.1%
Payroll 9 8.2% Payroll 6 6.1%
Cashlarceny | & 36% Check Tampering Al A
Skimming 4| 3.6% Register Disbursements 3 3.1%
Register Disbursements 3| 2.7% Skimming 2 2.0%

Corruption

Non-Cash

Cash on Hand 15 19.0%
Billing 12 15.2%
Expense Reimbursements 9 11.4%
Skimming 9 11.4%
Check Tampering 6 7.6%
Financial Statement Fraud 5| 6.3%
Cash Larceny 4 5.1%
Poell. ] % %8
Register Disbursements 1 1.3%




Suistimal Yontemlerindeki Gecismeler

Asset Misappropriation and Financial Statement
Financial Statement Fraud Fraud Only
3.4% 2.0%

Corruption and Financial
Statement Fraud
1.0%

All Three Categories
3.8%

Corruption Only
9.0%

Asset Misappropriation

and Corruption
23.6%

Asset Misappropriation Only

57.2%
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Varliklarin Kétlye Kullanilmasinda Siklik ve Ortalama Zararlar

$180,000
$160,000

$140,000 |
$120,000 [N
$100,000

$80,000 SSSEEEEE——
$60,000 =t

$40,000 - A
Cash on Hand
$20,000 $25,000 (11.5%)
$0 - eSO OTSCUCUUE S USUO ———
0% 5% 10% 15% 20% 25%

PERCENT OF CASES

Less Risk More Risk



Yolsuzluk Vakalarindaki Siklik ve Ortalama Zarar

Canada

\ --26.7%
$250,000
\ --24.9%
$200,000

United States

$400,000 | .---45.5%

Latin American
and the Caribbean

Eastern Europe and
Western/Central Asia

Western Europe
L --30.0% s200000 B° -55.1%
$300,000
~—-57.0%
snz.um, ~--67.3%

i ~--48.4%
Southern Asia $285,000

$500,000

Middle East
and North Africa

$150,000
>~ -~ 48.4%

Asia-Pacific

Sub-Saharan Africa



Departmanlar Bazinda Suistimal Vakalari

Department/
_Scheme

Cases

Billing
Cash Larceny

Accounting  Operations

348

Cash on Hand
Check
Tampering

Corruption

Expense

Reimbursements
Financial
Statement Fraud
Non-Cash
Payroll

Register

Disbursements

Skimming

Less Risk

Sales

260

Executive/Upper

...Menagement

228

Customer

Semvice .

189

Purchasing Finance

161

Warehousing/

o imventory

86
9.3%
0.0%

58%
1.2%

3.5%

9.3%

2.3%

More Risk

0.0%

5.8%
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Ortaklasa Yapilan Suistimaller

$700,000

$600,000

$500,000

$400,000

$300,000

$200,000

$100,000

$0

52.9%

$150,000

Two

NUMBER

$294,000

$220,000

Three Four

OF PERPETRATORS

B Median Loss

$633,000

Five or More

——@— Percent of Cases

60%

40%

30%

20%

10%

0%






Created Fraudulent
Physical Documents

Altered Physical Documents

Altered Transactions in
the Accounting System

Created Fraudulent Transactions
in the Accounting System

Destroyed Physical Documents

Alrered Electronic
Documents or Files

Created Fraudulent Electronic 32.8%

| k% 1%
Documents or Files 32.4%

Created Fraudulent 3%3%

E Journal Entries 30.6%

ol Ar e § 29.5%

Altered Account Balances in e

31.5%

the Accounting System

Altered Account

Deleted Electronic
Documents or Files 22.8%

Deleted Transactions in
the Accounting System

Altered Journal Entries

Delered Journal Entries

No Concealment Method

0% 10% 20% 30% 40% 50% 60%

60.7%

Suistimaller Nasil
Gizleniyor?

Muhasebe ile ilgili gizleme
yontemleri

Fiziksel dokimanlar ile
gizleme yontemleri

B Asset
Misappropriation

- Corruption

Financial
Statement Fraud

70%



~ | Sustimal Vakalan Nesi
43.3%
[ ] L] L] ?
" Tespit Ediliyor:
Internal Audit 14.1% !
14.4%
13.4%
Management Review -16.0%
14.6%
By Accident
5%
Q Account Reconciliation .8%?'8% GE RC EK
. o VAKALARDAKI TESPIT
= Other § 0.5% 2 :
s % YONTEMLERI
O 3.8%
= Document Examination 4.2%
8 4.1%
4 . ) 3.8% ‘ -
External Audit E?; MUCADELE
o YONTEMLER
Nortified by Law Enforcement IZ%
3.0%
1.9%
Surveillance/Monitoring . 2.6%
1.9%
N 1.3%
I'T Controls ::2 . 2016
1.3% 2014
Confession E.B% .
1.5% B 2012
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%






Magdur Sirketlerde Kullanilan Suistimal lle Miicadeleye iliskin Kontroller

External Audit of /S | G175 |
Code of Conduct I : 115 |
Internal Audit Department |IEEE—_— N 7 7
o Management Certification of F/S — 71.9%
- External Audit of ICOFR N 67 5% |
ﬁ Management Review ﬁ B4. 7%
Independent Audit Committee —62 5% |
Hotline — 60.1% |
Employee Support Programs _ 56. 1%
K Fraud Training for Employees _ 51.6% |
Fraud Training for Managers/Executives — 51.3%
B Anti-Fraud Policy _.49.5% :
Dedicated Fraud Department, Function, or Team — 41,29

Formal Fraud Risk Assessments _ 39.3%
Surprise Audits _ 37 8%

Proactive Data Monitoring/Analysis _ 36. 7%
Job Rotation/Mandatory Vacation | 19.4% | . . .
Rewards for Whistleblowers | I 12.1% | |




CFE’lerin Gozlemledigi Kontrol Zaaflari

Lack of Independent
Checks/Audits

4.2% Other

9.9%

Lack of Competent Personnel
in Oversight Roles

6.4%

Poor Tone at the Top
10.4%

19.4%

Lack of Management Review

Lack of Employee
Fraud Education

2.0%

Lack of Clear
Lines of Authority

1.6%
Lack of Reporting Mechanism
0.5%

Lack of Internal Controls
29.3%

Override of Existing
Internal Controls
20.3%




SUISTIMAL ILE MUCADELEYE iLISKIN KONTROLLERIN
(ANTi-FRAUD CONTROLS) VARLIGI VE ETKINLIGi

Hotline (ihbar
Management mekanizmasi)

Review
(Yonetimin
Kentrolleri)

Suistimal Vakalarinin Daha Hizli ve
Daha Az Zarar ile Tespit Edilmesi



Tutarsal Olarak Zarari En Fazla
Diistiren Suistimal Kontrolleri

Kirmizi — Vakalarda kullanilma orani
Yesil — Zaran azaltma orani

37% - 54%
ctive Data Monitoring/ Ana

65% - 50%
Management Review

60% - 50%
Hotline

72% - 49%
Management Certification of
Financial Statement

38% - 49%
Surprise Audit

41% - 48%
icated Fraud Department/T

19% - 48%
Rotation/Mandatory Vacat

68% - 48%
ernal Audit of Internal Contr
over Financial Reporting

51% -47%
Fraud Training for
Managers/Executives

52% - 47%
raud Training for Employees

39% -47%
ormal Fraud Risk Assessmen

56% - 45%
Employee Support Program

50% - 43%
Anti-Fraud Policy

74% - 43%
Internal Audit Department

81% - 40%
Code of Conduct

12% - 39%
Rewards of Whistleblower

63% - 37%
dependent Audit Committe

82% - 14%
External Audit of Financial
Statements




Suistimali En Hizh Tespit Eden
Kontroller

Kirmizi — Vakalarda kullanilma orani
Yesil — Zarar azaltma orani

38% - 50%
Surprise Audit

37% - 50%
Proactive Data Monitoring/ Analysis

41% - 50%
Dedicated Fraud Department/Team

60% - 50%
Hotline

39% - 50%
Formal Fraud Risk Assessment

65% - 50%
Management Review

63% - 50%
Independent Audit Committee

74% - 50%
Internal Audit Department

68% - 50%
External Audit of Internal Controls
over Financial Reporting

72% - 50%
Management Certification of
Financial Statement

81% - 46%
Code of Conduct

19% - 44%
Job Rotation/Mandatory Vacation

50% - 43%
Anti-Fraud Policy

52% - 40%
Fraud Training for Employees

51% - 40%
Fraud Training for
Managers/Executives

12% - 39%
Rewards of Whistleblower

82% - 38%
External Audit of Financial
Statements

56% - 33%
Employee Support Program






lhbarin Kaynaklari

Competitor
Lo Customer
Shareholder/ 17.8%
Owner
2.7%
Vendor .
9.9% 4 Anonymous
P—— 14.0%



PERCENT OF CASES DETECTED BY TIP

MORE THAN 40% OF ALL TIPS

CAME FHUM NUN'EMPLUYEES, WITHOUT HOTLINES
SUCH AS CUSTOMERS AND \‘
VENDORS. % oo




lhbar Hatlarinin Suistimali Tespit Noktasindaki Etkisi

—47 3"4
A * 28.2%
Internal Audit _EF 184%

Account Reconciliation | 3.3% 8.1%
By Accident “9% 7.8%
Other Sok 919,
Document Examination | L% 5 3%

Surveillance/Monitoring . 2.0%

1.8%
[T Controls 2.0% | | | | | |
5% i i | | i ' Il Organizations
External Audit % 6.1% With Hotlines
| | | | | ' [ Organizations
Notified by Law Enforcement lz B% ; | : | | " Without

Confession D?D%% Hotlines






Uclincu Taraf Diinyasi Kimleri Kapsiyor?

e Satin alinmaya aday sirket
* Muhtemel Joint Venture adayi

 Uclinci Taraflar
e Satis acentesi veya temsilcisi
* Danismanlar
* Distributorler
* Tedarikciler
* Taseronlar
e Fasoncular



Suistimalcinin Magdur Sirket ile Iliskisi

C i _ | e 37'4%
,orruptlon : 72.9%

Billing 2%

Non-Cash

Expense Reimbursements

Cash on Hand

I Single Insider
B Multiple Insiders

M Insiders
and QOutside

8,3% 5 5
Check Tampering r | | | Accomplices

Skimming




Yolsuzluklarin ve Varliklarin Kotuye Kullanilmasinin
Finansal Etkileri Muhasebe Sisteminde Nasil Gizleniyor !

* Kayit disi islemler var mi? Varsa ortam ¢ok farkli !!1!

* Nakit kasadanyapilan 6demeler

 Aktiflestirilen giderler

* Hizmetlere iliskin 6demeler (danismanlik Ucretleri gibi)
* Temsil agirlama giderleri (Hediye, eglence, seyahat giderleri)
 Iskonto ve indirimler (discounts / rebates)

* Komisyon odemeleri

* Tedarikci 6demeleri

* Kredi karti hesaplari

e Satis ve pazarlama giderleri

e Satis sonrasi giderler

e Bedelsiz verilen Urlnler

* lliskili sirket hesaplari






Ornek Bir Vaka

Description Section Ref.

QUANTIFIED IMPACT

Resource and business diversion
Lost GPM 4.1.6.1.3
Lost GPM 4.1.6.1.3
Impact of lost business (ony for 7 months ended 31 July
2015) 4.1.3.2
Estimated cost allocation 4.1.10
Sub-total

Unauthorized payments
Paymentsto board members - 2014 4.2.1
Paymentsto board members - 2013 4.2.1
14th salary- 2014 4.2.2
14th salary - 2013 4.2.2
Payment for unused vacation rights 4.2.3
Improper payments to diverted employees 4.2.4
Overpaid severance pay to ... 4.2.5.2
Bonus payment to .......... 4.2.5.1
Sub-total

Expenses
Gifts expenses 4.3.1
Personal expenses charged by .... 43.2.1
Unauthorized business trips of .... 43.3.1
Unauthorized business trip related to .... 4.3.3.2
Improper expenses related to ..... 4.3.4
Unauthorized hospitality expenses 4.3.5
Sub-total

GRAND TOTAL

Amount (TRY)

83,341
231,603

548,217
420,000
1,283,161

305,098
262,804
118,305
96,058
101,667
176,371
54,714
9,257
1,124,274

92,878
11,562
9,500
4,489
2,510
2,960
123,899
2,531,334

Method of
determination

Estimated
Estimated

Estimated
Estimated

Factual
Factual
Factual
Factual
Factual
Factual
Factual
Factual

Factual
Factual
Estimated
Estimated
Factual
Factual



Muhasebe . Denetim . Danismanlik

KATILIMINIZDAN DOLAYI TESEKKUR EDER,
SUISTIMALE UGRAMADIGINIZ BIR DUNYA DILERIZ !

WWW.cerebra.com.tr




